CyberSAFE Certification Training Course
(Self-Paced)

This self-study course includes the CyberSAFE elLearning, assessment, and credential.

Regardless of your computer experience, this class will help you become more aware of

technology-related risks and what you can do to protect yourself and your organization from

them. This course will help you to understand both security and compliance needs and

requirements, recognize and avoid phishing and other social engineering attempts, recognize
and avoid viruses, ransomware, and other malware, and help ensure data security on

computers, mobile devices, networks, the Internet, and in the cloud. EE ESEEEEREEEEEEE

Group classes in Live Online and onsite training is available for this course.
For more information, email onsite@graduateschool.edu or visit:
https://sdfm.graduateschool.edu/courses/cybersafe-certification-training

COURSE SYLLABUS
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Lesson 1: Identifying Security Compliance Measures
« Identify organizational compliance requirements and resources
« Identify legal compliance requirements and resources

« Identify industry compliance requirements and resources

Lesson 2: Recognizing and Addressing Social Engineering Attacks
« Recognize phishing and other social engineering attacks

« Defend against phishing and other social engineering attacks

Lesson 3: Securing Devices
« Maintain physical security of devices
e Use secure authentication methods
o Protect your data
o Defend against malware

e Use wireless devices securely

Lesson 4: Using the Internet Securely
o Browse the web safely
e Use email securely
e Use social networks securely

e Use cloud services securely
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o Work from remote locations securely
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